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records will be referred to the origi-
nating component or agency for ap-
proval or disapproval of the action.

PART 322—NATIONAL SECURITY 
AGENCY/CENTRAL SECURITY 
SERVICES PRIVACY ACT PRO-
GRAM
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AUTHORITY: Pub. L. 93–579, 88 Stat. 1896 (5 
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§ 322.1 Purpose and applicability. 
(a) This part implements the Privacy 

Act of 1974 (5 U.S.C. 552a), as amended 
and the Department of Defense Privacy 
Program (32 CFR part 310) within the 
National Security Agency/Central Se-
curity Service (NSA/CSS); establishes 
policy for the collection and disclosure 
of personal information about individ-
uals; assigns responsibilities and estab-
lishes procedures for collecting per-
sonal information and responding to 
first party requests for access to 
records, amendments of those records, 
or an accounting of disclosures. 

(b) This part applies to all NSA/CSS 
elements, field activities and personnel 
and governs the release or denial of 
any information under the terms of the 
Privacy Act of 1974 (5 U.S.C. 552a), as 
amended.

§ 322.2 Definitions. 
Access. The review of a record or a 

copy of a record or parts thereof in a 
system of records by an individual. 

Confidential source. A person or orga-
nization who has furnished information 
to the federal government under an ex-
press promise that the person’s or the 
organization’s identity will be held in 
confidence or under an implied promise 
of such confidentiality if this implied 
promise was made before September 27, 
1975. 

Disclosure. The transfer of any per-
sonal information from a system of 

records by any means of communica-
tion (such as oral, written, electronic, 
mechanical, or actual review) to any 
person, private entity, or government 
agency, other than the subject of the 
record, the subject’s designated agent 
or the subject’s legal guardian. 

Employees of NSA/CSS. Individuals 
employed by, assigned or detailed to 
the NSA/CSS. This part also applies to 
NSA/CSS contractor personnel who ad-
minister NSA/CSS systems of records 
that are subject to the Privacy Act. 

FOIA Request. A written request for 
NSA/CSS records, made by any person, 
that either explicitly or implicitly in-
vokes the Freedom of Information Act 
(FOIA) (5 U.S.C. 552), as amended. FOIA 
requests will be accepted by U.S. mail 
or its equivalent, facsimile, or the 
Internet, or employees of NSA/CSS 
may hand deliver them. 

Individual. A living person who is a 
citizen of the United States or an alien 
lawfully admitted for permanent resi-
dence. The parent of a minor or the 
legal guardian of any individual also 
may act on behalf of an individual. 
Corporations, partnerships sole propri-
etorships, professional groups, busi-
nesses, whether incorporated or unin-
corporated, and other commercial enti-
ties are not individuals. 

Maintain. Includes maintain, collect, 
use or disseminate. 

Medical Records. Documents relating 
to the physical care and treatment of 
an individual. 

Privacy Act Request. A written re-
quest containing a signature submitted 
by a U.S. citizen or alien admitted for 
permanent residence for access to or 
amendment of records on himself/her-
self which are contained in a PA sys-
tem of records. PA requests will be ac-
cepted via mail or facsimile, or NSA/
CSS employees may hand deliver them. 
Digital signatures will be accepted via 
the Internet by October 21, 2003. Until 
then, PA requests will not be accepted 
via the Internet. Requests received via 
the Internet will not be acknowledged. 
Regardless of whether the requester 
cites the FOIA, PA, or no law, the re-
quest for records will be processed 
under both this part and the FOIA. Re-
quests for amendments will be proc-
essed pursuant to the PA. 
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